












monitoring and assessments of Subprocessors to determine their comp1iance with 
this Article. 

h. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct
digital and physical periodic (no less than semi-annual) risk assessments and
remediate any identified security and privacy vulnerabilities in a timely manner.

2. Data Breach. In the event that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LEA within a reasonable amount of time of the
incident, and not exceeding forty-eight ( 48) hours. Provider shall follow the following process:

a. The security breach notification shall be written in plain language, shall be titled
"Notice of Data Breach," and shall present the information described herein under
the following headings: "What Happened," "What Information Was Involved,"
"What We Are Doing," "What You Can Do," and "For More Information."
Additional information may be provided as a supplement to the notice.

b. The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

i. The name and contact information of the reporting LEA subject to this section.
ii. A list of the types of personal information that were or are reasonably believed to

have been the subject of a breach.
iii. If the information is possible to determine at the time the notice is provided, then

either ( 1) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occurred. The notification shall also include
the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

c. At LEA's discretion, the security breach notification may also include any of the
following:

i. Information about what the agency has done to protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal law
with respect to a data breach related to the Student Data, including, when appropriate
or required, the required responsibilities and procedures for notification and
mitigation of any such data breach.
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provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the 
designated representatives before: 

a. Designated Representatives

The designated representative for the LEA for this Agreement is: 

Name: Jennifer Burks

Title: Asst. Supt. Technology and Innovation

Contact Information: 
15250 Avenue of Science 

San Diego, CA 92128 

858-521-2800

The designated representative for the Provider for this Agreement is: 

Name: 
----------

Tit 1 e: 
-----------

Contact Information: 

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E, 
General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in writing
and given by personal delivery, or e-mail transmission (if contact information is provided for
the specific mode of delivery), or first-class mail, postage prepaid, to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is: 

Name: 
----------

Tit 1 e: 
-----------

Contact Information: 

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and
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Labster is a company dedicated to developing fully interactive advanced lab simulations 
based on mathematical algorithms that support open-ended investigations. We 
combine these with gamification elements such as an immersive 3D universe, 
storytelling and a scoring system which stimulates students' natural curiosity and 
highlights the connection between science and the real world.
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EXHIBIT "E" 

GENERAL OFFER OF PRIVACY TERMS 

I. Offer of Terms p u ·ri d s h Provider offers the same privacy protections found in this DP A between it and n���!. m ie c ool
and which is dated 2/2/2022 to any other LEA ("Subscribing LEA") who accepts this 
General Offer though its signature below. This General Offer shall extend only to privacy protections 
and Provider's signature shall not necessarily bind Provider to other terms, such as price, term, or 
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other 
LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to suit the 
unique needs of the LEA. The Provider may withdraw the General Offer in the event of: ( 1) a 
material change in the applicable privacy statutes; (2) a material change in the services and 
products subject listed in the Originating Service Agreement; or three (3) years after the date of 
Provider's signature to this Form. Provider shall notify CETPA in the event of any withdrawal 
so that this information may be transmitted to the Alliance's users. 
Provider: Labster, Inc. 

BY: --------------
Printed Name: ----------
2. Subscribing LEA

Date: 

Title/Position: ----------

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, 
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be 
bound by the same terms of this DPA. 
Subscribing LEA: Poway Unified School District 

Date: :Z / 7 /-z---Z..,,

rAslt. Supt. Tech and InnovationTitle/Position: _________ _ 

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name: ___________ _ 

Title: ___________ _ 

Email Address: ____________________ _ 
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ARTICLE V: DATA PROVISIONS

1. Data Security:
h. Periodic Risk Assessment: Provider further acknowledges and agrees to conduct 
digital and physical periodic risks assessments (no less than annual) and remediate any 
identified security and privacy vulnerabilities in a timely manner and/or document 
exceptions and residual risks acceptance. Page 7 pdf 

2. Data Breach: In the event that Student Data is accessed or obtained by an 
unauthorized individual, Provider shall provide notification to LEA as soon as practical to 
do so after a confirmed incident. Provider shall follow the following process: 
A,b,c,d,e,g page 7, 8 (as-is) 




